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1.  Introduction 
 
This document is intended to provide guidance on risk management and the steps to 
follow in order to manage key business risks. The aim is to ensure that the 
procedures followed within the Agency are consistent with the guidance laid out in 
the Scottish Public Finance Manual and the Scottish Government. 

2.  Risk responsibility 

The Audit Committee and the Senior Management Team (SMT) is responsible for 
identifying and managing risk at AiB. It is SMT’s responsibility to promote an 
environment in which all staff participate in the identification and management of 
business risks. All managers must ensure that their staff are familiar with the 
Agency’s risk registers and know how to manage risk in their respective areas.   

The following table lists the various responsibilities of staff and board members in 
relation to risk: 

 

Responsibility Role 

Chief Executive  To oversee the effective management of risk by senior 
management within the Agency. 

 

Board Members – 
Executive and Non 
Executive 

 To promote risk management as an integral part of strategic 
and operational decision making and planning.  

 To ensure that all corporate risks are identified and managed 
with effective controls.  

 To ensure that the risks associated with major new 
proposals, policies or procedures have been fully considered 
and can be appropriately managed.   
 

Senior Management 
Team 

 To act as owners of risks within the corporate risk register, 
determining the appropriate response to each risk; assessing 
the measures in place to reduce or limit risk; setting and 
agreeing the Agency’s risk tolerance; allocating responsibility 
for managing each risk; and agreeing future review 
procedures. 

 To promote an environment in which all staff participate in 
the identification and management of business risks. 

All managers  To manage risk effectively in their particular areas including, 
producing and maintaining/reviewing branch risk registers. 

 To give preliminary consideration to the key corporate risks 
facing the Agency and provide advice to the SMT. 

 To ensure that their staff are familiar with the Agency’s risk 
management policy and risk registers and are aware of 
where to locate them. 

 

Audit Committee  To review, at least three times yearly, the Agency’s risk 
management process. 

 To receive and challenge on behalf of the Board in relation to 

http://www.scotland.gov.uk/Topics/Government/Finance/spfm/risk
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risk so as to receive reassurance from the Board of the 
Agency’s approach. 

 To review the corporate risk register on a quarterly basis to 
make recommendations to address any gaps identified. 

 

Organisational 
Development & 
Communications 
(ODC) 

 To support the SMT in the effective development, 
implementation and review of the corporate risk register.  

 ODC to arrange an annual risk discussion to develop the 
corporate risk register for the coming year. 

 ODC to circulate the corporate risk register quarterly to SMT 
members to request updates. 

 

All staff  To manage risk effectively in their jobs and to contribute as 
necessary to the risk register process. 

 
3.  What is risk? 
 
A risk is anything that can impede or enhance our ability to meet our current or future 
objectives and the achievement of the Scottish Government’s priorities captured by 
the National Performance Framework. Risk management is closely linked to the 
business planning process. 
 
4. Risk identification 
 
Risk is the uncertainty that may impact either positively or negatively on the 
achievement of objectives. It is helpful to consider cause and effect when defining a 
risk. This can focus the discussion on what action is required to control risk 
effectively. 
 
It is useful to have a systematic process in place to help identify risk and give 
assurance than you have a complete risk profile. A simple technique that provides a 
wide scan of areas that may affect objectives is PESTLES analysis. 
 

Category Examples 

Political Changes in policy; committee decisions; stakeholder relations. 

Economic Financial constraints; effect of global economy; sustainability. 

Social Preventative effects; demographic changes; staff implications. 

Technological Obsolescence; cost of training & development; efficiency. 

Legal EU requirements; procurement processes; accounting rules. 

Environmental Climate change implications; changing environmental standards.  

Security Physical assets; information security; data protection. 

 
Using PESTLES analysis categories to examine objectives will form a 
comprehensive risk profile for a given area of work. Reputational risk is included 
across the PESTLES categories. 
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5.  Risk assessment 
 
When evaluating risk, SMT and all branches will follow the same methodology as the 
Scottish Government.  
 
Taking each of the risks in turn they will be rated by a five by five matrix of likelihood 
and impact. A risk is assessed on the combination of the consequences of an event 
(impact) and its probability (likelihood).   

 Impact: This is the estimated effect of the risk on the objective(s) in question.  
This is focussed on scale, scope and resource implications. 

 Likelihood: This is the estimated chance of the risk occurring. This is focussed 
on probability.  

 
The tables below provide a guide to risk levels and how they should be recorded in 
the Agency’s risk registers. 
 
The tables below will be used for the purposes of quantifying the likelihood of 
occurrence and impact of each risk which should then be placed in an appropriate 
cell. 
 
Assessing the impact and likelihood of a risk (5x5 matrix): 

Impact Multiplier 

Catastrophic 5 5 10 15 20 25 

Major 4 4 8 12 16 20 

Moderate 3 3 6 9 12 15 

Minor 2 2 4 6 8 10 

Insignificant 1 1 2 3 4 5 

 Multiplier 1 2 3 4 5 

Likelihood  
Highly 

unlikely 
Unlikely Possible Likely 

Almost 
Certain 
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Assessing the overall risk level  

Risk Level Score Risk Level Description 

Very High 20-25 
Rating: Unacceptable level of risk exposure that requires 
immediate mitigating controls to be applied. 
Reporting: To Accountable Officer/Audit Committee level. 

High 10-19 

Rating: Unacceptable level of risk which requires measures to 
be put in place to reduce exposure. 
Reporting: Consideration should be given as to whether risks 
recorded as high should be escalated. Scores between 10 and 
14 would not usually be escalated where scores between 15 
and 19 should be given careful consideration. 

Medium 4-9 
Rating: Acceptable level of risk exposure subject to regular 
active monitoring. 
Reporting: At branch level. 

Low 1-3 

Rating: Acceptable level of risk subject to regular passive 
monitoring. 
Reporting: At branch level. Consideration should be given as 
to whether risks recorded as low are still extant. 

For escalation, management judgement is required based on the nature and scale of 
the specific risk e.g. the risk of a key member of a project leaving may be very high 
but not of a sufficient scale in terms of scope to require escalation. 

6.  Risk tolerance 

Effective risk management does not remove all risks from the Agency but recognises 
that some level of risk will always exist. The risk tolerance of the Agency acts as a 
boundary above which the level of risk exposure is not accepted and further action 
must be taken. Risk tolerance is about what the Agency can bear. The Agency 
follows guidelines of the Scottish Government – the diagram below illustrates the 5x5 
matrix used by the Scottish Government in risk assessment, with the advised 
boundary of tolerance where escalation of a risk should be considered. 
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7.  AiB’s Risk Registers 

AiB has one corporate risk register which shows the main risks facing the Agency.  
In addition, each branch within the Agency also has its own risk register. 

Corporate Risk register 

A risk needs to threaten the achievement of the Agency’s business plan objectives to 
justify inclusion in the corporate risk register. The owner of the business objective 
owns the risk. 

SMT and Audit Committee have an agreed timetable for reviewing the corporate risk 
register. An annual risk discussion will take place at SMT which will be a supporting 
document of the business plan for that year. Prior to these risk discussions each 
SMT member will, after appropriate consultation with their team, prepare a list of the 
key risks which threaten the achievement of the strategic objectives of their areas of 
responsibility or the wider Agency.  

 The five main objectives of the risk discussions will be to: 

1. discuss, evaluate and agree the list of key business risks which might affect 
the ability to deliver the Agency’s objectives and targets  

2. assess existing controls (these are the measures in place to reduce or limit 
risk)  

3. determine the appropriate response to each risk  

4. allocate responsibility for managing each risk  

5. agree future review procedures  

To focus the discussion on key business objectives, the current Agency corporate or 
business plan will be provided at the meetings. A member of the Organisational 
Development and Communications team (ODC), most likely the Business Support 
Manager, will attend to record the discussion. The register should include no more 
than 10-15 risks. 
 
Once the key risks and responses have been identified, the SMT will assign the risk 
to one of the corporate objectives, where the responsibility lies for managing each 
risk. In most cases, it will be apparent which business area is responsible for a 
particular risk but it is essential that an individual at SMT level be designated as 
being the owner of each risk. 
 
The Business Support Manager will open a new risk register for the new financial 
year. Following each quarterly risk meeting, the risk owners will ensure each of their 
risks has been updated in accordance with the discussions held. The Business 
Support Manager will ensure that all updates are made in advance of Audit 
Committee meetings. The Audit Committee will review to identify gaps and make 
recommendations to address these. Following the Audit meeting, the Business 
Support Manager will ensure any required amendments be made. 
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Branch risk registers 
 
Branch risk registers are the appropriate place for listing and analysing operational 
risks. The corporate risk register will not normally drill down to branch business.  
Likewise branch risk registers will only contain risks that the branch is in a position to 
manage and control or to minimise the impact on the branch should the risks 
materialise.  
 
Individual branch registers will be maintained at minimum on a quarterly basis.   
 
Ownership of individual branch register lies with the team leader. It is therefore for 
each team leader to determine whether to hold formal, documented risk meetings or 
to operate a more informal arrangement within their business area. Although 
ownership of a branch register lies at team leader level, all members of staff have a 
part to play. Members of staff will ensure that where they identify risks not already 
recognised and recorded within either their branch risk register or the wider 
corporate risk register, they share this new information with their manager. The line 
manager will, where appropriate escalate this information to team leader level. 

Any risks of a corporate nature identified by branches should be notified to the SMT 
member responsible for the business area in question. It will be the responsibility of 
that member to bring the risk to the attention of the remaining SMT members and to 
seek for the corporate risk register to be updated via the Business Support Manager. 

8.  Monitoring risks 

Quarterly updates – corporate risk register 
 
In advance of the quarterly risk meeting, the corporate risk register will be circulated 
electronically to all risk owners by the Business Support Manager.  At that time, risk 
owners will be requested to review their risks, classification levels and proposed 
actions and progress. Risk owners will also be asked to consider any new risks 
which have emerged throughout the quarter and identify risks which are no longer 
relevant.  

At the meeting, once the key risks have been identified and assessed, everyone will 
discuss and consider how to manage them. The response will depend on the nature 
and impact of the risk and the extent to which the risk can be managed.  Response 
to risk can be to: 

 tolerate it - because there is no cost effective control and the risk can be 
adequately monitored (if new options arise, it may become appropriate to treat 
the risk in the future)  

 transfer it - to another party, e.g. by contracting out (this may introduce a new set 
of risks to be managed)  

 terminate it - by closing down the activity (and so eliminates the risk altogether) 

 treat it - by taking appropriate action to manage and contain the risk through the 
introduction of appropriate controls 
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The Audit Committee will review, quarterly, the Agency’s corporate risk register. The 
quarterly updates of the corporate register will take place at each Audit Committee 
meeting. The updated corporate risk register will be provided to Audit Committee to 
review and check for any gaps. The secretary of the Audit Committee will ensure that 
recommendations made at each meeting are agreed and implemented. The final 
corporate risk register will then be presented for approval at the subsequent AiB 
Board meeting. The Audit Committee will review the Agency’s risk strategy at the 
start of the new financial year. 
 
Quarterly updates – branch risk registers 
 
As above the individual branch risk register will be reviewed every quarter at team 
meetings. Risk owners will be requested to review their risks, ensuring the 
classification levels, proposed actions and progress to date are updated. Risk 
owners will also be asked to input any new risks which have emerged throughout the 
quarter and remove risks which are no longer relevant. The results of these 
discussions will feed into the corporate risk register. 
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ANNUAL TIMETABLE FOR THE MANAGEMENT OF RISK  
 

Timing Action 

 
September – 
February 

 
Construct Agency business plan including aggregate at branch 
level. 
 

April 
 

Stand alone risk discussion to develop the corporate risk register 
for the coming year. 
 
Audit Committee review the Agency’s risk strategy. 
 

 
Quarterly 

 
Team leaders review and update branch risk registers.  
 
Business Support Manager circulates the corporate risk register 
to risk owners to request updates. 
 
Audit Committee review the updated corporate risk register to 
make recommendations to address any identified gaps. 
 
The Senior Management Team sign off the updated corporate 
risk register. 
 

 
Throughout year 

 
The Senior Management Team review actions being taken to 
mitigate risks. 
 
Internal and external auditors assess risk management process 
as part of their annual audits. 
 

 
  
 

 


